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Location

RtlDosSearchPath _Ustr + (x641
RtlDosSearchPath _Ustr + Ox131
SearchPathW + (x148

Private Extractlcons'W + Ox 143
ExtractlconExW + (0x374
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Boot Logging

e Consider disabling anti-virus scanning for smaller log files
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What are we Looking

3720 BhCloseFile

~nCreateFile
3720 A CreateFile
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A\Windows\System32\System Intemupts.DLL
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\System Interrupts.DLL
\System Intemupts.DLL
\System.DLL
\System32\System.DLL
\System.DLL
\System.DLL

\System32
\System32
\System32

\Windows
\Windows
\Windows
\Windows
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A 0000000
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File Edit Event Filter Tools Options Help
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Time ... Process Name PID  QOperation Path Result Detail
3:03:3... [E‘j TracSrvWrapp... 9180 %SetSecuntyFile C:\Windows‘Intemet Logs‘fwdbaglog txt SUCCESS Information: DACL
3:03:3.. [[:] TracSrvWrapp... 9180 %SetSecun’t','File C:\Windows'Intemet Logs‘fwpktlog tx SUCCESS Information: DACL
3:03:3... {5 TracSrvWrapp... 9180 b SetSecurityFile | C:\Windows'\Intemet Logs'tvDebug log SUCCESS Information: DACL
3:03:3... %) TracSrvWrapp... 9180 %SetSecun’tyFile C:\Windows'Intemet Logs‘wsercreatedfile txt SUCCESS Information: DACL
] + | Internet Logs Properties ot
General Securty Details Previous Versions “ Home share View 9 General Sharng Securty Previous Versions Customize
Object name:  C:\Windows\Intemet Logs‘user-createdfile tx < v T « Win... » InternetL.. v O search Internet Logs » Object name:  C:\Windows'\Intemet Logs
Group or user names: Name Date modified Type Size Group or user names:
B8 Authenticated Users =| fwdbgleg 2/15/20192:35PM  Text Document o futhenticated Users
=| fwpktlog 2/15/2019 2:35PM  Text Document
=| tvDebug 4/22/2019 203 PM  Text Document
=| user-created-file 4/22/2019 3:02 PM Text Document
To change pemissions, click Edit. Edit
To ch issions, click Edit. :
@ Eharige pemmissions. €le Edit... Pemissions for Authenticated
Pemissions for Authenticated Users Allow Deny
Users Allow Deny Modify A
Full control v Read & execute
Modify v List folder contents
Read & execute v Read
Read v Write
Write v Special pemissions W
Special pemissions For special permissions or advanced settings, e
click Advanced.
For special pemissions or advanced settings, Addvanced
click Advanced.
QK Cancel Apph
£ >

oK Cancel Apph 4 items 1=2| [




svchost.exe
svchost.exe
svchost exe
svchost exe \
svchost .exe 4184 A CreateFile

svchost .exe 4184 gaFiIeSystemControl

svchost exe 4184 gOueryStandardIrrformationFiIe
svchost.exe
svchost.exe
svchost.exe
svchost exe
svchost.exe
svchost.exe
svchost exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost exe
svchost.exe

41v4 @CreateFlle
41 usi Ba@uer) Basmlnfonnat:on File

4184 [BA\QuerySecurityFile
4184 @Ouen ySecurityFile
41v4 gaCIoseFlle

41;,4 BSetBasnclnfonnatlonFlle

4184 gHIeS)stemControl

4184 gOueryStandardIrrfonnationFiIe
4184 gOuerySizelnfonnationVolume
4184 @OuerySecurityFile

4184 BaQuerySecuﬁtyFile

4184 [B\FlushBuffersFile

4184 BReadFile

4184 [BA\ReadFile

4184 B\ QueryBasiclnformationFile
4184 gSetBasiclrrformationFile
svchost .exe 4184 BACloseFile

svchost .exe 4184 BaCreateFlle
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4184 E}aOueryﬁdtributeTagFile

4184 BaQueryStandardlnfonnationFile
4184 gOueryBasiclrrfonnationFile

4184 gOueryStreamlnfonnation File
4184 gOueryBasiclnfonnationFile
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\Users\te

\Users\te =
AUsers'\te
AUsers\te
AUsers'\te
\Users'\te Date:
AUsers\te
\Users\te
\Users\te Class:
\Users'\te
\Users\te
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\Users\te Path:
\Users'\te
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Event Pprocess Stack

1/25/2019 6:45:35.4679641 AM

Thread: 4424

File System

Operation: SetSecurityFile

Result: SUCCESS

C:\Users\testuser\AppData\Local \Packages\Microsoft.MicrosoftE

Duration: 0.0001132

Information: DACL, SACL, Label, SACL Protected, DACL Un

A\Users'\te

AWindow|
A\Window,
A\Window,
AWindow|
AWindow,
A\Window,
A\Window,
AWindow|
AUsers\te
AUsers'\te
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Process Name PID Operation Path Result Detail

- svchost exe 4184 [BACreateFile C:\Users\testuser\AppData‘\Local\Packages\Microsoft MicrosoftEdge _8wekyb3d8bbwe"\Settings \settings dat SUCCESS Desired Access: Read Attributes, Read Control, Write DAC, Write Owne
- svchost.exe 41v4 BaQuer) Basmlnfonnat:onFnIe C:\Users\testuser\AppData‘Local‘\Packages‘\Microsoft. Microsoft Edge _8wekyb3d8bbwe"\Settings\settings dat SUCCESS CreationTime: 1/18/2019 7:57:37 AM, LastAccessTime: 1/25/2019 6:4
‘B~ svchost.exe 2\ C:\Users\testuser\AppData‘Local\Packages\Microsoft. Microsoft Edge_8wekyb 3d8bbwe\Settings\settings dat INVALID PARAME
‘B~ svchost.exe C:\Users\testuser\AppData‘Local\Packages"\Microsoft. Microsoft Edge_8wekyb 3d8bbwe\Settings\settings .dat SUCCESS Information: Owner, Group, DACL, SACL, Label, SACL Protected, DACI
- svchost exe C:\Users\testuser\ :@pData \Local\Packages" Mlcrosoﬁ MlcrosoﬂEdge 8Aekyb3d8bbAe Settlngs settlngs dat SUCCESS

Informatnon SACL

Desired Access: Read Attributes, Disposition: Open, Options: Open Reg
CreationTime: 1/18/2015 7:57:37 AM, LastAccessTime: 1/25/2019 6:4

Desired Access: Read Control, Disposition: Open, Options: Sequential /
Control: FSCTL_SET_COMPRESSION

AllocationSize: 73,728, EndOfFile: 71,680, NumberOfLinks: 2, DeletePe
Information: DACL

Information: DACL

Desired Access: Read Data/List Directory, Write Data/Add File, Read (
CreationTime: -1, LastAccessTime: -1, LastWrteTime: -1, Change Time:
Control: FSCTL_SET_COMPRESSION

AllocationSize: 73,728, EndOfFile: 71,680, NumberOfLinks: 2, DeletePe
TotalAllocationUnits: 10,324,479, AvailableAllocationUnits: 5,850,797, ¢
Information: DACL

Information: DACL

Offset: 0, Length: 512, Priority: Nomal

Offset: 4,096, Length: 512

CreationTime: 1/18/2019 7:57:37 AM, LastAccessTime: 1/25/2019 6:4
CreationTime: 1/18/2019 7:57:37 AM, LastAccessTime: 1/25/2019 6:4

Desnred Access: Read Attributes, Delete, Disposition: Open, Options: Ni
o e BeparseTag: (x0
Delete: True

Desired Access: Generic Read, Disposition: Open, Options: Sequential

Attributes: A, ReparseTag: 0x0

AllocationSize: 8,192, EndOfFile: 8,192, NumberOfLinks: 3, DeletePend
CreationTime: 4/11/2018 3:34:39 PM, LastAccessTime: 1/25/2019 6:2
0: ::SDATA

CreationTime: 4/11/2018 3:34:39 PM, LastAccessTime: 1/25/2019 6:2
EaSize: 0

Desired Access: Generic Read/Write, Delete, Write DAC, Disposition: C
FlleS)stemrdtnbutes Case Presewed Case Sensmve Unicode, ACLs, (
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Image from:

https://krbtgt.pw/dacl-permissions-overwrite-privilege-escalation-

cve-2019-0841/

DACL Permissions Overwrite Privilege Escalation (CVE-2019-0841
by Nabeel Ahmed



https://krbtgt.pw/dacl-permissions-overwrite-privilege-escalation-cve-2019-0841/
https://krbtgt.pw/dacl-permissions-overwrite-privilege-escalation-cve-2019-0841/
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Time ... Process Name PID Operation Path Result Detail
10:35:.... W services.exe 604 @CreateFile C:\Custom NAME NOT FOUND Desired Access: R...
10:39:... W services.exe 604 A CreateFile C:\Custom exe NAME NOT FOUND Desired Access: R...
10:35:... - services.exe 604 gCreateFile C:\Custom Services'\Pemission NAME NOT FOUND Desired Access: R...
10:39:... - services.exe 604 @CreateFile C:\Custom Services'\Pemission.exe NAME NOT FOUND Desired Access: R...
10:39:... W services.exe 604 A CreateFile C:\Custom Services'\Pemission Checker\pem NAME NOT FOUND Desired Access: R...
10:39:... ‘M- services.exe 604 @CreateFile C:\Custom Services'\Pemission Checker\pem exe NAME NOT FOUND Desired Access: R...
10:39:... ‘M- services.exe 604 @CreateFile C:\Custom Services'\Pemission Checker‘\pem check exe SUCCESS Desired Access: R...
10:39:... ‘M- services.exe 604 @Quer‘;Basiclnfor...C:‘--.Custom Services\Pemission Checker'\pem check .exe SUCCESS CreationTime: 4/23...
10:39:... ‘M- services.exe 604 A CloseFile C:\Custom Services'\Pemission Checker‘\pem check exe SUCCESS
10:39:... W services.exe 604 @CreateFile C:\Custom Services\Pemission Checker\pem check exe SUCCESS Desired Access: R...
10:39:... W services.exe 604 BuQueryBasiclnfor...C:'-~.Custom Services\Pemission Checker'\pem check exe SUCCESS CreationTime: 4/23...
10:39.... ‘M- services.exe 604 B«CIoseFiIe C:\Custom Services'\Pemission Checker‘\pem check exe SUCCESS
10:35:... - services.exe 604 @CreateFile C:\Custom Services'\Pemission Checker‘\pem check exe SUCCESS Desired Access: R...
10:39:... ‘M- services.exe 604 gQueryEAFile C:\Custom Services'\Pemission Checker‘\pem check exe SUCCESS
10:35.... ‘B- MsMpEng.exe 2876 @CreateFileMapp...C:'--.Custom Services\Pemission Checker'\pem check exe FILE LOCKED WI... SyncType: SyncTy...
10:35.... 'B- MsMpEng.exe 2876 @QueryStandardl...C:'--.Custom Services\Pemission Checker'\pem check .exe SUCCESS AllocationSize: 28,...
10:39:... W services.exe 504 A CreateFileMapp...C:\Custom Services\Pemission Checker'\pem check exe FILE LOCKED WI... SyncType: SyncTy...
10:39:... ‘M- services.exe 604 [BACreateFileMapp...C:\Custom Services\Pemission Checker\pem check exe SUCCESS SyncType: SyncTy...
10:39:... W services.exe 604 BQueryNamelnfo...C:‘--.Custom Services\Pemission Checker'\pem check exe SUCCESS Name: \Custom Se...
10:35.... ‘B~ MsMpEng.exe 2876 BCreateFile C:\Custom Services \Pemission Checker\pem check exe SUCCESS Desired Access: R...
10:35.... 'B- MsMpEng.exe 2876 B«Quewlnformatio...C:'-~.Custom Services\Pemission Checker'\pem check exe SUCCESS VolumeCreationTim...
10:35.... 'B- MsMpEng.exe 2876 @Queryr’\llInfonna...C:'--.Custom Services\Pemission Checker'\pem check exe BUFFER OVERFL... CreationTime: 4/23...
10:35.... ‘B- MsMpEng.exe 2876 gQuerylnfonnatio...C:'~-.Custom Services\Pemission Checker'\pem check exe SUCCESS VolumeCreationTim...
10:35.... ‘B- MsMpEng.exe 2876 @QueryﬁdlInfonna...C:‘--.Custom Services\Pemission Checker'\pem check exe BUFFER OVERFL... CreationTime: 4/23...
10:35.... ‘B- MsMpEng.exe 2876 @FileSystemContro C:\Custom Services'\Pemission Checker‘\pem check exe SUCCESS Control: FSCTL_R...
10:39.... ‘8- MsMpEng.exe 2876 A CloseFile C:\Custom Services'\Pemission Checker\nem check exe SUCCESS

Showing 91 of 312,927 events (0.029%
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File Edit Event Filter Tools Options Help
EE ABE vASD E M5 KB AN

Time ... Process Name PID Operation Path Result Detail A
11:04:.. ["IWORDPAD.EXE 5132 gCreateFile C:\SomeDocuments SUCCESS Desired Access: Execute/T...

11:04:... =:T\N0RDPAD.EXE 5132 ngmeFile C:\SomeDocuments\Important rtf SUCCESS Desired Access: Generic R...

11:04:... =:T‘.'M'ORDPAD.EXE 5132 B«CreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Read Attrib...

11:04:... =:TWORDPAD.EXE 5132 @CreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Read Attrib...

... EEWORDPAD.EXE C:\SomeDocuments\MAPI132.DLL NAME NOT FOUND Desired Access: Read Attrib...
11:04:... | "|WORDPAD.EXE 5132 [FACreateFile C:\SomeDocuments SUCCESS Desired Access: Read Data...
11:04:... =:TW0RDPAD.EXE 5132 @CreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Read Attrib...
11:04:... =:f‘.'ﬁJ'OF%DPr"xD.EXE 5132 BCreateFile C:\SomeDocuments IS DIRECTORY Desired Access: Read Attrib...
11:04:... =:TWORDPAD.EXE 5132 B«CreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:fWORDPAD.EXE 5132 gCreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04.... =ZTWORDPAD.EXE 5132 BaCreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:T‘.'VOH’DP}‘«D.E><E 5132 BCreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:TW0RDPAD.EXE 5132 BCreateFile C:\SomeDocuments IS DIRECTORY Desired Access: Read Attrib...
11:04:... ;TWORDPAD.EXE 5132 @CreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:T‘.'\J'ORDPAD.EXE 5132 @CreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:T‘-"\J'ORDPAD.EXE 5132 BCreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... aWORDPAD.EXE 5132 @CreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04... =:f‘.'iJ'ORDPAD.EXE 5132 gCreateFile C:\SomeDocuments\Important rif SUCCESS Desired Access: Generic R...
11:04:... =ITWORDPAD.EXE 5132 B;CreateFile C:\SomeDocuments\Important rif SUCCESS Desired Access: Read Attrib...
11:04:... =ZTWORDPAD.EXE 5132 BCreateFile C:\SomeDocuments\Important rtf SUCCESS Desired Access: Read Attrib...
11:04:... =:T‘.'VOH’DPAD.E><E 5132 BCreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Read Attrib...
11:04:... =:T\NORDPAD.EXE 5132 BCreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Read Attrib...
11:04.... =:TWORDPAD.EXE 5132 @CreateFile C:\SomeDocuments SUCCESS Desired Access: Read Data...
11:04:... =:T‘.'\J'OF%DPAD.EXE 5132 @CreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Genernc R...
11:04:... aWORDPAD.EXE 5132 @CreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Read Attrib...
11:04: =:(WORDPAD.EXE 5132 FACreateFile C:\SomeDocuments\Important rif SUCCESS Desired Access: Read Attrb...

Showing 29 of 87,146 events (0.033%
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Paths and Files

e PATH NOT FOUND

e NAME NOT FOUND

Both of these in a user-writable folder indicate you can
influence the program.

Will wary based on file type and the program handling the

fl IeS § 9:30:1... ®'CrashPlanService exe 2704 FhReadFile C:\Program Files*CrashPlan*lib*\og4j-sf4jimpl-2.1 jar SUCCESS Offset: 21,418, Len..
9:30:1... ®'CrashPlanService exe 2704 —:!'\HeadFlIe C:\Program Files*CrashPlan*lib*\og4j-sff4jimpl-2.1 jar SUCCESS Offset: 11,514, Len..
S:BE'I F_CrashPIanSewn:e EXE 27 Eui -‘*ReadFlle C:\Program Files*CrashPlan*lib‘logdj-sf 4jimpl-2.1 jar SUCCESS Df'fset 11, REE Len..
301 i E PlanService | C:\ProgramData“CrashPlan“angorgsif 4j et \Event Data class PATH NOT FOUMND sirec
5:30: 1 F—Crash FlanService exe 2704 = C:\Program Files*CrashPlan“angorg'sif4j\ext*\Event Data .class PATH NOT FOUND Desured Access: R...
9:30:1... ®-'CrashPlanService exe 2704 -‘%CreateFlle C:\Program Files*CrashPlan*org*sif4j et Event Data class PATH NOT FOUND Desired Access: H...
9:30:1... ®'CrashPlanService exe 2704 —%HeadFlle C:\Program Files*CrashPlan*lib‘\com backup4Z desktop jar SLUCCESS Offset: 7,372,053, ..
9:30:1... ®'CrashPlanService exe 2704 3CreateFile C-“ProgramData“CrashFlanang*org‘apachelogging“log4i'web’... PATH NOT FOLND Desired Access: H..

Image from a vulnerability found by Florian Bogner at bogner.sh:
https://bogner.sh/2018/02/local-privilege-escalation-in-crashplans-windows-client/

9:28:0... 3720 gaﬂoseFulc C:\Program Files" _Shim dll SUCCESS

C:\OpenSSL\openssl.cnf PATH NOT FOUND Desired Access: G...
9:28:0... 3720 :[*-» CreateFile C:\OpenSSL\openssl.cnf PATH NOT FOUND|Desired Access: G...
9:28:0... 3720 ;%CreateFile C:\Program Files" Service exe SUCCESS Desired Access: G...




SetSecurityrile /
Permission Overwrite

EE

File Edit Event Filter Toeols Options Help
FEHIABRE|ISAG B AR HE 020
Time ... Process Name PID  QOperation Path Result Detail
3:03:3... [i‘] TracSrvWrapp... 9180 @SetSecun’t','File C:\Windows‘Intemet Logs‘fwdbaglog txt SUCCESS Information: DACL
3:03:3.. ["_.j TracSrvWrapp... 9180 %SHSEcuﬂt','File C:\Windows'Intemet Logs'fwpktlog tx SUCCESS Infarmation: DACL
3:03:3... [j TracSrvWrapp... 9180 %SetSecuﬁtyFile CoWindows'ntemet | ogs'tvDebug log SUCCESS Information: DACL
3:03:3... %) TracSrvWrapp... 9180 %SetSecuﬁtyFile C:\Windows'\Intemet Logs‘wsercreatedile txt | SUCCESS Information: DACL
v s | Internet Logs Properties
General SECUIT'[‘,-' Details  Previous Versions m Home share View General Shanng Security Previous Versions Customize
Db]ECt name: CWindows\rtemet LCIQS"-USE-'T'CTEatE-'d'f”E,t}I.'t — -I <« Win... % InternetL... W [ Search Internet Lo gz DbjECt — C\\Windows\Irtemet LI:IQS
(Group or user names: Name Date modified Type Group or user names:
82 Autherticated Users =) fwdbglog 2/15/20192:35PM  Text Document
=| fwpktlog 2/15/2019 2:35 PM Text Document
=| tvDebug 4/22/2019 3:03 PM Text Document
=| user-created-file 472272019 3:02 PM Text Document
To change pemissions, click Edit. Edit
Toch issions, click Edit. -
SIS P Edit... Pemissions for Authenticated
Pemissions for Authenticated sers Allow Deny
Users Allow Deny Modify A
Full control v Read & execute
Modify v List folder contents
Read & execute v Read
Read vy Write
Write v Special pemissions W
Special pemissions For special permissions or advanced settings, e
click Advanced.

For special pemissions or advanced settings,

click Advanced. Advanced

CVE-2019-8452 — Permission Overwrite

QK Cancel ATals

< >

QK Cancel

4 items e




Hard Links to any
file
Courtesy of James Forshaw from Google’s Project Zero

Normal mkLink tool does not allow hard links to files you
don’t have write-access to

/wSetInformationFile does not enforce that check
e CreateHardLinkW does however

Native-HardLink.ps1 from https://github.com/
FuzzySecurity/PowerShell-Suite/blob/master/Native-
HardLink.ps1 by @fuzzysec (Ruben Boonen)



https://github.com/FuzzySecurity/PowerShell-Suite/blob/master/Native-HardLink.ps1
https://github.com/FuzzySecurity/PowerShell-Suite/blob/master/Native-HardLink.ps1
https://github.com/FuzzySecurity/PowerShell-Suite/blob/master/Native-HardLink.ps1

Ungquoted service

paths
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File Edit Event Filter

EEH LB RE v A&

Tools O

Time ... Process Name
10:39:... W services.exe
10:39:... W services.exe
10:39:... ‘W services.exe
10:39:... ‘W services.exe
10:39:... ‘W services.exe
10:39:... ‘W services.exe
10:39:... ‘W services.exe
0:39:... W services exe
10:39:... W services.exe
10:39:... W services.exe
10:39:... W services.exe
10:39:... ‘W services.exe
10:39:... ‘W services.exe
10:39:... ‘W services.exe
10:35:... ‘B MsMpEng.exe
10:39:... ‘B MsMpEng.exe
10:39:... W services.exe
10:39:... W services.exe
10:39:... W services.exe
10:39.... ‘- MsMpEng.exe
10:39.... ‘W MsMpEng.exe
10:35:... ‘B MsMpEng.exe
10:35:... ‘B MsMpEng.exe
10:39:... ‘B MsMpEng.exe
10:39:.... ‘B MsMpEng.exe
' 39 H- VsV =

Showing 9

—

of 312,927 events (0.029%)
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7 Event Properties

Detail

Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
CreationTime: 4/

to 000D D00

Desired Access:
CreationTime: 4/

D
o M

20

Desired Access:

SyncType: SyncTy...
AllocationSize: 28, ...
Sync Type: SyncTy...
SyncType: SyncTy...
Name: \Custom Se...
Desired Access: R...
VolumeCreation Tim...
CreationTime: 4/23..
VolumeCreationTim...
CreationTime: 4/23...
Control: FSCTL_R...

Close

Event Process Stack

Date: 4/23/2019 1:37:53.7780164 PM

Thread: 320

Class: Process

Operation: Process Create

Result: SUCCESS

Path: C:\Custom Services\Permission.exe

Duration: 0.0000000

PID: 7700

Command line: “C:\Custom Services\Permission” Checker\perm check.exe
* | ¥ [InextHighlighted Copy Al




DLL search order
N1 jacking

£ Process Monitor - Sysinternals: www.sysinternals.com

File Edit

Event Filter

Tools

Opticns

Help

EEH ABE YAS B M48 KB LM

Time ...

11:04:..
11:04:...
11:04:..
11:04:..

.. B : C:\SomeDocuments\MAPI32.DLL NAME NOT FOUND Desired Access: Read Attrib...
11:04:... | "|WORDPAD.EXE 5132 [ZACreateFile C:\SomeDocuments SUCCESS Desired Access: Read Data...
11:04:... =:f‘.'v'ORDPr"xD.EXE 5132 gCreateFile C:\SomeDocuments\Important rtf SUCCESS Desired Access: Read Attrib...
11:04:... =:1‘\N0RDPAD.EXE 5132 gCreateFile C:\SomeDocuments IS DIRECTORY Desired Access: Read Attrib...
11:04:... =:fWORDPAD.EXE 5132 EACreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:fWORDPAD.EXE 5132 EACreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:TWORDPAD.EXE 5132 FACreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... aWORDPAD.EXE 5132 B«CreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:f‘.’!.f'ORDPr’\D.EXE 5132 gCreateFile C:\SomeDocuments IS DIRECTORY Desired Access: Read Attrib...
11:04:... :?TWORDPAD.EXE 5132 gCreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:TWOF\’DPAD.EXE 5132 gCreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:f‘.'v'OF-‘\’DPr"xD.EXE 5132 gCreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... =:TW0RDPAD.EXE 5132 gCreateFile C:\SomeDocuments SUCCESS Desired Access: Read Attrib...
11:04:... ;IWORDPAD.EXE 5132 gCreateFile C:\SomeDocuments\Important stf SUCCESS Desired Access: Generic R...
11:04:... =:fWORDPAD.EXE 5132 gCreateFile C:\SomeDocuments\Important stf SUCCESS Desired Access: Read Attrib...
11:04:... ::‘TWORDPAD.EXE 5132 FACreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Read Attrib...
11:04:... aWORDPAD.EXE 5132 B«CreateFile C:\SomeDocuments\Important rf SUCCESS Desired Access: Read Attrib...
11:04:... ;f‘.VORDPAD.EXE 5132 gCreateFile C:\SomeDocuments\Important rif SUCCESS Desired Access: Read Attrib...
11:04:... ;f‘.VORDPAD.EXE 5132 B@reateFile C:\SomeDocuments SUCCESS Desired Access: Read Data...
11:04:... =:TWOFu’DPr"«D.EXE 5132 gCrea’teFile C:\SomeDocuments\Important rtf SUCCESS Desired Access: Generic R...
11:04:... =:f‘.'v'OF\’DPﬁ‘«D.EXE 5132 gaCreateFile C:\SomeDocuments\Important rtf SUCCESS Desired Access: Read Attrib...
11:04:.. =:TWORDPAD.EXE 5132 B\ CreateFile C:\SomeDocuments\Important rif SUCCESS Desired Access: Read Attrb...

Process Name

““|WORDPAD EXE
= WORDPAD.EXE
= WORDPAD.EXE
= WORDPAD.EXE

PID Operation

5132 EACreateFile
5132 BACreateFile
5132 [BACreateFile
5132 [FhCreateFile

Path

C:A\SomeDocuments

C:\SomeDocuments\Important rf

C:\SomeDocuments\Important .itf
C:\SomeDocuments\Important .itf

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail

Desired Access
Desired Access
Desired Access
Desired Access

Execute/T...
Generic R...

Read Aftrib...
Read Aftrib...

Showing 29 of 87,146 events (0.033%)

Backed by virtual memory




Configuration

e Need to have local admin




Useful filters

¥ ° Process Monitor Filter

Display entries matching these conditions:

Event Class

Reset

Column

& Result
& Result
W User
€ Path
€ Path
€ Path
€ Path

vilis

Relation

IS

IS

contains
begins with
begins with
excludes
begins with

A

Value

PATH NOT FOUND

NAME NOT FOUND
SYSTEM

C:\Windows

C:\Program Files

C:A
C:\ProgramData\Microsoft\

OK

X .

v | then Exdude + User
Add Reset

Action Column
Include (2 Result
Include (2 User
Include
Exclude
Exclude
Exclude
Exclude

Cancel Apply

Process Monitor Filter

v | contains

Relation
IS
contains

Display entries matching these conditions:

v | SYSTEM v | then | Indude
Add
Value Action
NAME INVALID Include
SYSTEM Include
OK Cancel Apply

¥ " Process Monitor Filter

Operation v lis
Reset

Column Relation
€3 Operation s

& User contains

Display entries matching these conditions:

v | SetSecurityFile

v | then Indude

Value

SetSecurityFile
SYSTEM

OK

Add Remove
Action
Include
Include
Cancel Apply




Exporting for other
tools

e Exports to CSV and XML

e Exporting for XML with stack traces can create “really”
big files




Exploring i1n Procmon

= E A B T AD E M8 HEB AN

Time ... Process Name PID  Operation Path Result User

11:17:... exe 2448 BhCreateFile C:\ProgramData" i\tools.conf NAME NOT FOUNDNT AUTHORITYASYSTEM
11:17.... A Service... 2664 BaCreateFile C:\ProgramData" 1'\msgCatalogs'messages'en LS. PATH NOT FOUND NT AUTHORITYASYSTEM
11:17:.... A Service... 2664 QuCreate File C:\ProgramData" V\aliasStore \mapping xm NAME NOT FOUNDNT AUTHORITYASYSTEM
11:17:... A Service... 2664 QQCreateFile C:\Program™.20Files" %20 \etc'\catalog PATH NOT FOUND NT AUTHORITYASYSTEM
11:17.... A Service... 2664 gaCreateFile C:\Program’.20Files" %20 \etc'\catalog PATH NOT FOUND NT AUTHORITYASYSTEM
11:17.... N Service... 2664 FhCreateFile C:\Program%.20Files %20 %20 \sche... PATHNOT FOUND NT AUTHORITY\SYSTEM
11:17:.... & Service... 2664 gaCreateFile C:\Program“.20Files\ %20 %20 \sche... PATHNOT FOUND NT AUTHORITYASYSTEM
11:17:.... & Service... 2664 BaCreateFile C:\Program“.20Files\ %20 %20 \sche... PATH NOT FOUND NT AUTHORITYASYSTEM
11:17.... A Service... 2664 @CreateFile C:\Program“.20Files\ %20 %20 \sche... PATHNOT FOUND NT AUTHORITYASYSTEM




C:A\Windows\system32\cmd.exe - O X

C:\Programk20Files) %20 \etc\catalog>_




¥ ' Process Monitor Filter

Display entries matching these conditions:

Path v begins with
Reset
Column Relation

¥ Process N... is
¥ Path begins with
@ Process N... is
@ Process N... is
@ Process N... is
@ Process N... is
@ Process N... is
.. I8
@ Operation  begins with

SIS SIS IS SIS IS S ISIST IS IS IS IS
1
o
g

@ Operation begins with
@ Result begins with
&) Path ends with
@ Path ends with
@ Path ends with
@ Path ends with

| [ &¥A D -1 A vasithe

C:\Program%20Files

Value

Exe
C:\Program’.20Files
FProcmon exe
Procexp exe
Autoruns exe
Procmonb4 exe
Procexpbd exe
System
IRP_MJ_
FASTIO
FAST IO
pagefile sys
St
S Vit Mirr
SLogFile

C"l ".H.II e et

Action
Include
Include
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude

Comli v

v | then Indude

Cancel

Apply




Time ... Process Name PID  Operation Path Result |ser
12:16.... B« Service... 2580 BCmdeFile C:\Program.20Files" 20 \etc'\catalog SUCCESS NT AUTHORITYASYSTEM
12:16:... B Service... 2580 EhQuerylnfomationVolume  C:\Program%20Files" 20 \etc'\catalog SUCCESS NT AUTHORITY\SYSTEM
12:16:.... B Service... 2580 Eh.QueryAlllnformationFile C:\Program“.20Files" %20 \etc'\catalog BUFFER OVERFL... NT AUTHORITY\SYSTEM
12:16:... Service... 2580 B«CloseFile C:\Program“.20Files 20 \etc'\catalog SUCCESS NT AUTHORITYASYSTEM
12:16:... Service... 2580 EACreateFile C:\Program%.20Files" 20 \etc'\catalog 1S DIRECTORY NT AUTHORITY\SYSTEM
Service... 2580 & iCreateFile C:\Program%20Files \ %20 = IS DIRECTORY  NT AUTHORITY\SYSTEM
12:16:... Service... 2580 [FhCreateFile C:\Program*.20Files" 20 %20V... PATHNOT FOUND NT AUTHORITY\SYSTEM
12:16:... Service... 2580 gaCreateFile C:\Program“.20Files" 20 L20V... PATHNOT FOUND NT AUTHORITYASYSTEM
12:16.... &= Service... 2580 EhCreateFile C:\Program“.20Files" %20 %20V... PATHNOT FOUND NT AUTHORITY\SYSTEM
12:16:... & Service... 2580 EhCreateFile C:\Program%20Files" %20 %20V... PATH NOT FOUND NT AUTHORITY\SYSTEM




£ Event Properties

exe + x10829
exe + x10a1b

Event Process Stack
Frame Module Location
K6 ntoskml exe ObOpenObjectByNameEx + 0x1bd9
K 7  ntoskmlexe ObOpenObjectByNameEx = Ox 1df
K 8 ntoskml exe NtCreateFile + (k4954
KS ntoskml exe NtCreateFile + 0x79
K 10 ntoskml.exe setimpex + (x7805
U1l  ntdidl NtCreateFile + 0x14
U112 KemelBasedl CreateFileW + 0x376
U 13 KemelBasedl CreateFileW + 0x66
U 14 uctbasedl inttialize_namow_environment + Ox 1ff
U 15 uctbasedl wsopen_s + (x59d
U 16 ucrbasedl wsopen_s + (x2d
U 17 ucrtbase.dll wfsopen + Ox12c
U 18 ucitbase dil wfsopen + (x7c
U 19 | libxml2dl xmiFileOpen + (x252
U 20 | libxml2dl xmiFileOpen + (x12
U21 libxml2dl xlink Set Default Handler + 0x96c
U 22 libxml2dl xmlParseCatalogFile + Ox6¢c
U23 libxml2dl xmlParseCatalogFile + Oxc03
U24 libxml2dl xmiConvert SGMLCatalog + (x505
U25 libxml2dl xmiCataloglsEmpty + Ox2cc
U26 libxml2dl xmlACatalogResolve + 0xbS
U 27 libxml2dl xmiRegisterOutputCallbacks + Oxd6
U28 libxml2dl xlink Set Default Handler + Ox5e
U29 libxml2dl xmlLoadExtemalEntity + (xSe
U3 libxml2dl xmiCixtReadFile = Ox4b
U 31 libxml2dl xmlSaveTree + (x2c #
U 32 libxml2dl xmlSchemaParse + Ox4df2
U33 libxml2dl xmlSchemaParse + x9176
U 34 libxml2dl xmlSchemaParse + 0x7c28
U35 libxml2dl xmlSchemaParse + 0x1ba
U 36 exe
U 37 exe
U 33 exe exe + Ox1fd8
U39 kemel32dl Base ThreadInit Thunk + 0x14
U400 nididl RtlUserThreadStart + 0x21
<

* ¥ [InextHighlighted

Address

Oufffff 80554 28ed9
Oufffff 80554 274df
Oufffff 805549 8c4
Offfff80554e5b4a9
Ot 80554540085
Ox Afa8b050204

O Ha877eebdb

Ox Mal877ee2ch

Ox Ha87c605H

Ox Aa87c7026d

Ox Ha87c701fd

Ox Afa87c6783c

Ox Afa87c6778c

Ox Afa7d0d66b2

Ox Aa7d0d6472

Ox Ha7d0d5a5¢

Ox Ha7d05a20c

Ox Ha7d05ada3

Ox Afa7d058f15

Ox Afa7d0573ac

Ox Afa7d056169

Ox Afa7d0d85e6

Ox Aa7d0d514e

Ox Ha7d0d6eSe

Ox Ha7d082edb

Ox Afa 7d Of 2bff

Ox Afa/d10b2a2

Ox Afa7d10f626

Ox Afa7d10e0d8

Ox Afa7d 106663

Ox A 750540829

Ox A 750540a1b

Ox A 750531fd8

Ox Afa89957974

Ox Aa8b01a271

Path

OO0O0O0O00000000000000000O0O000000000000000

\Program Files\
\Program Files"
\Program Files"
\Program Files"
\Program Files"\
\Program Files\
\Program Files\
\Program Files\
\Program Files\
\Program Files"
\Program Files"
\Program Files"
\Program Files\
\Program Files\
\Program Files\
\Program Files\
\Program Files\
\Program Files"
\Windows\System3
\Windows\System3

\Windows\system3:
\Windows \system3:
\Windows\system3:
\Windows \system3:
\Windows\system3:
\Windows\System3
\Windows\System3
\Windows\System3
\Windows\System3
\Windows\System3
\Windows\System3
\Windows\System3
\Windows\System3
\Program Files\

\Program Files\

>

Save...

Copy All

Close




&) £J Process Monitor - Sysinternals: www.sysinternals.com O
File Action View Help File Edit Event Filter Tools Opticns Help
&= 25 |HE FEHABECAS B AN HB AN
| D) Task Schedul erfLo ca.l) L — =T =— s — Time ... Process Name PID Operation Path Result Detail User
1, Task Scheduler Library ) 2
) (® OneDrive St.. Ready At 10:00 AM on 5/1/1992 - After triggered, rep{ | T2sk Scheduler Library
@] Create Basic Task...
£ Create Task...
Import Task...
< » | | ] Display All Running Tasks
| Enable All Tasks History
| New Folder...
View
& Refresh
ﬂ Help
[
“ Home Share View
gk > ThisPC » Local Disk (C:) » Users » test v O £ o
Name : Date modified Type Size
3 Quick access : o :
Blesiion ' ! 3D Objects 22 ~1 10:25 AM F?Ietncrlzzler
27| Contacts 22/201910:25 AM  File folder
¥ Downloads I Desktop 22/201910:25 AM  File folder
| Documents “| Documents 22/201910:33 AM  File folder
= Pictures @ Downloads 22/2019 10:25 AM  File folder
D Music - Favorites 22/201910:25 AM  File folder
B Videos ¢ Links 22/201910:25 AM  File folder
D Music 22/201910:25 AM  File folder
S Onete % OneDrive 22/201910:30 AM  File folder
@ This PC = Pictures 22/2019 10:28 AM  File folder
## Saved Games 22/2019 10:25 AM  File folder
o Network - Searches 22/2019 10:25 AM  File folder
B videos 22/2019 10:25 AM  File folder
<
13 items I 5751\ The current filter excludes all 228,857 events Backed by virtual memory
ﬂ O Type here to search a 5 ~ | P gy 1048 .. .




® ' =
File Action View Help File Edit Event Filter Tools Options Help
e 2@ 8 BHABE(CASG B AL XD LM
Time ... Process Name PID Operation Path Result Detail User
(S .
.-) Task Scheduler (Loca.I) Name Status | Triggers Actions
1, Task Scheduler Library ) -
' (® OneDrive St.. Ready At 10:00 AM on 5/1/1992 - After triggered, rep | 135k Scheduler Library o
@] Create Basic Task...
L Create Task...
Import Task...
< » | | ] Display All Running Tasks
| Enable All Tasks History
1 New Folder...
View >
&, Refresh
Id Help
¥ * Process Monitor Filter X
Display entries matching these conditions:
Architecture v is v v | then Indude
Reset Add Remove
Column Relation Value Action £
o : QUser contains SY]NEM Include
= _@Pmcess N... is System Exclude
Home Share View O _@Process N... is Procmon64 exe Exclude
- - i _@Process N.. is Procmon.exe Exclude
™ > ThisPC » Local Disk (C:) » Users » test v O Search test P eProcess N. is Procexp64 exe Eicksds
% . . M &8 Process N is Procexn exe Fxchide w
Name Date modified Type Size < >
3 Quick access Sl b oo _
Pk P 3D Objects ___I l_ AM Ffle T.czlz:lrsr oK o AnDly
127 Contacts 5/22/2019 10:25 AM  File folder
¥ Downloads Desktop 5/22/2019 10:25 AM  File folder
</ Documents “ Documents 5/22/2019 10:33 AM  File folder
= Pictures < Downloads 5/22/2019 10:25 AM  File folder
J’? Music - Favorites 5/22/2019 10:25 AM  File folder
B Videos & Links 5/22/201910:25 AM  File folder
D Music 5/22/2019 10:25 AM  File folder
/& OneDrive % OneDrive 5/22/201910:30 AM  File folder
I This PC = Pictures 5/22/2019 10:28 AM  File folder
## Saved Games 5/22/2019 10:25 AM  File folder
¥ Network 7 Searches 5/22/2019 10:25 AM  File folder
B videos 5/22/2019 10:25 AM  File folder
<
13 items == = |The current filter excludes all 306,436 events Backed by virtual memory
l_ A 2. (49 A
O Type here to search 0 = g ~ : om T ¢ i




® £ Process Menitor - Sysinternals: www.sysinternals.com - O
File Action View Help File Edit Event Filter Tools Options Help
|25 B EE RABE ASG B AN KRB AN
— Time ... Process Name PID Operation Path Result Detail User
(&) .
s Scheduler(Loca.I) Name Status Triggers Actions W i Frr— : $Cat Car - T I R O ===
1, Task Scheduler Library i ' - i
' (® OneDrive St... Ready At 10:00 AM on 5/1/1992 - After triggered, rep | 135k Scheduler Library =
(® Testing Ready ] Create Basic Task...
L Create Task...
Import Task...
< s | | Ea Display All Running Tasks
_ . = _ . . | Enable All Tasks History
General Triggers Actions Conditions Settings History (disabled)
- 1 New Folder...
Name: Testing
View 4
- . \
Location @ Refresh
Author: DESKTOP-0O3SRUSF\test
Id Hep
Description:
Selected Item -
P Run
® End
& Disable
Security options e
< > Export...
_ v
&=
Home Share View (2]
T > ThisPC » Local Disk (C:) » Users » test v O Search test 0
Name \ Date modified Type Size
3 Quick access
3D Objects 5/22/2019 10:25 AM  File folder
B Desktop #s ; o
(25| Contacts 5/22/2019 10:25 AM  File folder
¥ Downloads Desktop 5/22/201910:25 AM  File folder
</ Documents “ Documents 5/22/2019 10:33 AM  File folder
= Pictures < Downloads 5/22/2019 10:25 AM  File folder
J’? Music ~ Favorites 5/22/2019 10:25 AM  File folder
B Videos ¢ Links 5/22/2019 10:25 AM  File folder
J\ Music 5/22/2019 10:25 AM  File folder
e e % OneDrive 5/22/2019 10:30 AM  File folder
@ This PC &= Pictures 5/22/2019 10:28 AM  File folder
#P Saved Games 5/22/2019 10:25 AM  File folder
¥ Network /7 Searches 5/22/2019 10:25 AM  File folder
B videos 5/22/2019 10:25 AM  File folder
<
13 items == = IShowing 1 of 483,275 events (0.00020%) Backed by virtual memory
l_ A 2. (49 A
O Type here to search O = . - - 0 L s



File Acticn View

A _b
—

(©) Task Scheduler (Local)
@ Task Scheduler Library

v

3 Quick access

B Desktop
< Downloads
| Documents
= Pictures
D Music
E Videos
¢@& OneDrive

L This PC

¥ Network

14 items

H O Type here to search

:',z.
Help File Ed Event Filter Tools Options Help
E EFEE RBE A B M5 K 405N
- Time ... Process Name PID Operation Path Result Detail User
N Status | Tri N Actions . A L b s . R 4 .
ame atus | Inggas 10:49;... W-svchostexe 1292 [2ASetSecurityFile C:\Windows\System32\Tasks\Testing SUCCESS  Information: DACL NT AUTHORITY
. . A
(5 OneDrive St... Ready At 10:00 AM on 5/1/1992 - After triggered, rep Task Scheduler Library —
(® Testing Ready ®| Create Basic Task... [/}
- 5
CA\Windows\system32\cmd.exe — O X
Microsoft Windows [Version 10.0.17763.503]
(c) 2018 Microsoft Corporation. All rights reserved.
C:\Users\test>echo test > hardlinktest.txt
C:\Users\test>mklink /H C:\Windows\system32\tasks\hardlinktest C:\users\test\hardlinktest.txt
Hardlink created for C:\Windows\system32\tasks\hardlinktest <<===>> C:\users\test\hardlinktest.txt
C:\Users\test>
Share
Th
27 Contacts 3/227201910:25 AN ile folder
I Desktop 5/22/2019 10:25 AM  File folder
= Documents 5/22/2019 10:33 AM  File folder
< Downloads 5/22/2019 10:25 AM  File folder
Favorites 5/22/2019 10:25 AM  File folder
¢! Links 5/22/2019 10:25 AM  File folde
D Music 5/22/2019 10:25 AM  File foldel
/& OneDrive 5/22/2019 10:30 AM  File folder
& Pictures 5/22/2019 10:28 AM  File folder
## Saved Games 5/22/2019 10:25 AM  File foldel
Searches 5/22/2019 10:25 AM  File folder
B Videos 5/22/2019 10:25 AM  File foldel
| hardlinktest 5/22/2019 10:49 AM  Text Document B
< >
==| &=/ IShowing 1 of 629,904 events (0.00015%) Backed by virtual memeory
0 U U A
LQJ = s - .8 =g 019 P




ll-u

File Action View Help

&= 55 HE

n"l'c -
.-) Task Scheduler (Loca.I) Name Status | Triggers Actions
1, Task Scheduler Library i :
) (® OneDrive St... Ready At 10:00 AM on 5/1/1992 - After triggered, repq | 135k Scheduler Library
(® Testing Ready :] Create Basic Task...
L Create Task...
Import Task...
< » | | ] Display All Running Tasks
| Enable All Tasks History
1 New Folder...
View
&, Refresh
Id Help
V] + | hardlinktest Properties X
I ki Vi General Securty Details Previous Versions
T > ThisPC > L Object name:  C:\Users‘test‘\hardlinktest txt v "
' Name Group or user names: E Size
# Quick access
g 3D 58 SYSTEM folder
Desktop &= Co 2 test (DESKTOP-O3SRUSF test) -
‘ Downloads * 4 Administrators (DESKTOP-O3SRUSF\Administrators) -
Des folder
| Documents = Do Blder
= Pictures @ Doy T T folder
To change pemissions, click Edit. Edit
J'? Music ~ Fa folder
@ Videos & Lin Pemissions for Administrators Allow Deny folder
. d My Full control folder
¢@& OneDrive % On Modify folder
@ This PC = Pid] Read & execute folder
7P Sav Read folder
¥ Network 7 Sea Write folder
| Special pemissions
@ Vid folder
—| har For special pemmissions or advanced settings, fIrT=— Document 1KB
click Advanced.
OK Cancel App
14items 1 item selected 7 bytes
H O Type here to search 0 = - ~ -

File Edit Event Filter

RBE|/AS B M8 HE 000

=&
Time ... Process Name
10:49:... ‘W svchost.exe

<

Tools Options Help

PID Operation
1292 [Bh SetSecurityFile

Path
C:\Windows\System32\Tasks\ Testing

Result
SUCCESS

Detail ser
Infformation: DACL NT AUTHORITY

Showing 1 of 684,380 events (0.00014%)

Backed by virtual memeory




| LI :3‘
File Action View Help File Edit Event Filter Tools Options Help
@ | hardlinktest - Notepad — O X
D TaskJ! File Edit Format View Help % Result Detail User
) 4 T4 test SUCCESS  Information: DACL NT AUTHORITY
 Qu
0
¥ [
= O
e P
DN
!
i Windows (CRLF) Ln1, Col1 100%
. Oricnns % OneDrive 5/22/201910:30 AM  File folder
| This PC = Pictures 5/22/2019 10:28 AM File folder
#P Saved Games 5/22/2019 10:25 AM  File folder
¥ Network Searches 5/22/2019 10:25 AM  File folder
B videos 5/22/2019 10:25 AM  File folder
| hardlinktest 5/22/2019 10:49 AM  Text Document | KB
< >
14items 1 item selected 7 bytes ==/ = IShowing 1 of 748,132 events (0.00013%) Backed by virtual memory

A
1

x
.

£

H O Type here to search 0 = ] iy



(&)

File Action View Help

&< 7 HE HE

(5) Task Scheduler (Local)
@, Task Scheduler Library

Name

( hardlin
(5 OneDrive St...
(5 Testing

<

Status Triggers
ktest  Ready

Ready

Actions

Task Scheduler Library -

Ready At 10:00 AM on 5/1/1992 - After triggered, rep{ | @] Create Basic Task...

L Create Task...
Import Task...
s | | tvz Display All Running Tasks

General Triggers Actions Conditions Settings History (disabled)

| Enable All Tasks History

Time ... Process Name
10:49:... 'B-svchost.exe

- 1 New Folder...
Name: hardlinktest
View >
ion: \
Location: G Refresh
Author: DESKTOP-Q3SRUSF\test
Id Help
Description:
Selected Item -
P  Run
= End
& Disable
Security options v
< > Export...
A=
KRIRE SMRE i General Securty Details Previous Versions
T > ThisPC > Loca Object name:  C:\Users‘test\hardlinktest txt v O Search test P
' Name Group or user names: Size
3 Quick access
§ 3D Obj ng O YSTEM Jer
Desktop @5 Contad 2 User (DESKTOP-O3SRUSF\User) -
Jdc
& Downloads & test (DESKTOP-O3SRUSF test)
= Deskto 42 Administrators (DESKTOP-03SRUSF\Administrators) der
| Documents “| Docurr ler
= Pictures ‘ Downl¢ der
] To change pemissions, click Edit. Edit
D Music - Favorit der
B Videos & Links | pemissions for SYSTEM Mlow  Deny fer
_ J‘ Music Full control v der
@& OneDrive ‘& OneDri Modify v der
O This PC = Picture Read & execute v der
#P Saved ( Read der
¥ Network - Search Wite der
. Special pemissions
m Videos der
=l [Erdlin For special permissions or advanced settings, P cument 3 KB
click Advanced.
QK Cancel -
14 items 1 item selected 2.79 KB ==
ﬂ O Type here to search 0 = g ~ -

<

File Edit Event Filter

FERIABE LS B A8 KB AN

Tools

Opticns Help

PID Operation
1292 [ZhSetSecurityFile

1292

% SetSecurityFile

Path

C:\Windows\System32\Tasks\ Testing
C:\Windows\System32\Tasks‘\hardlinktest

Result

SUCCESS
SUCCESS

Detail User

Information: DACL NT AUTHORITY
Information: DACL NT AUTHORITY

Showing 2 of 869,290 events (0.00023%)

Backed by virtual memeory




Result

SUCCESS
SUCCESS

Detail User

Infformation: DACL NT AUTHORITY
Information: DACL NT AUTHORITY

® =
File Action View Help File Edit Event Filter Tools Options Help
@ =p ‘ | hardlinktest - Notepad - O X
D) Tack ¢ File Edit Format View Help [}
QLT}k?xml version="1.8" encoding="UTF-16"?> A
"~ |<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task"> pst
<RegistrationInfo>
<Date>»2019-05-22T10:50:36.1872281</Date>
<Author>DESKTOP-03SRUSF\test</Author>
<URI>\hardlinktest</URI>
</RegistrationInfo>
<Triggers />
<Principals>
<Principal id="Author">
<RunlLevel>lLeastPrivilege</RunlLevel>
<UserId>DESKTOP-03SRUSF\test</UserId>
<LogonType>InteractiveToken</LogonType>
</Principal>
</Principals>
<Settings>
<MultiplelnstancesPolicy>Ignorelew</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>true</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>true</StopIfGoingOnBatteries>
<AllowHardTerminate>true</AllowHardTerminate>
<StartWhenAvailable>false</StartlhenAvailable>
— <RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>
<IdleSettings>
<StopOnIdleEnd>true</StopOnIdleEnd>
] <RestartOnIdle>false</RestartOnIdle>
</IdleSettings>
<AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled>true</Enabled>
<Hidden>false</Hidden>
# QU <RunOnlyIfIdle>false</RunOnlyIfIdle>
- <WakeToRun>false</WakeToRun>
- <ExecutionTimelimit>P3D</ExecutionTimelLimit>
! <Priority>7</Priority>
=R </Settings>
<Actions Context="Author">
. <Exec>
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Windows (CRLF) Ln1, Col1 100%
‘& OneDrive % OneDrive 5/22/201910:30 AM  File folder
O This pC & Pictures 5/22/2019 10:28 AM  File folder
## Saved Games 5/22/2019 10:25 AM  File folder
¥ Network /- Searches 5/22/2019 10:25 AM  File folder
B videos 5/22/2019 10:25 AM  File folder
| hardlinktest 5/22/2019 10:50 AM  Text Document 3 KB
<
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HuNnt1ing 1n registry

e Not seen any potential for abuse

e |nclude SYSTEM user

e Exclude starting with HKLM and HKCU
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Display entries matching these conditions:

Include
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AccesskEnum

2 AccessEnum - www.sysinternals.com

File Options Help

AccessEnum displays who has access to items within a directory or registry key:

HKEY_LOCAL_MACHINE

Directory...

Path

(1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Security Center\Svc\Upgrade
(_1HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Security Center\Provider

(J HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Security Center\Svc

1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\InputMethod\Chs\DuState
_JHKEY_LOCAL_MACHINE\SOFTWARE\Macromedia\FlashPlayer

(I HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework \Advertised\Policy'\v2.0

(I HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework \policy'\v2.0
(_1HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework \policy \v4.0
(_1HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\App Service Protocols \ms-phone-api

(1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft \Assistance

(1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\AuthHost\IE Settings\Main
(_JHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft \AuthHost\IE Settings\PhishingFilter
(JHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\BitLockerCsp
_JHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClipboardServer

Scan _ance Save...

(1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NE TFramework \AssemblyFolders\Micros...
(I HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework \NGenQueue \WIN32\P...

B HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft \App Service Protocols\windows yourphone...

(1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Auto Enrollment \Disallowed...
3 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\Encoding Type 0\Crypt...
(_1HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\Encoding Type 0\Crypt...
(_1HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\Encoding Type 0\Crypt...
(_1HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\Encoding Type 0\Crypt...
(_1HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\Encoding Type 0\Crypt...
(1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\Encoding Type 0\Crypt...
(1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\QOID\Encoding Type 0\Crypt...
(_1HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\Encoding Type 0\Crypt...

Read

NT SERVICE\wsc...
NT SERVICE\wsc...
NT SERVICE\wsc...
NT SERVICE\Trus...
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,

Administrators

Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,
Administrators,

APP...
APP...
APP...
APP...
APP...
. APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...
APP...

Write ©

NT SERVICE\wscsvc, Users
NT SERVICE\wscsvec
NT SERVICE\wscsvc

NT SERVICE\TrustedInstaller, Users

NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller
NT SERVICE\TrustedInstaller

Deny

Registry...

Quit
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| 2 | HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Security Center\Svc\Upgrade NT SERVICE\wscsve, Users NT SERVICE\wscsve, Users
| S | HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\InputMethod\Chs\DuState NT SERVICE\Trustedinstaller, Users NT SERVICE\TrustedInstaller, Users
916 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DRM Everyone Everyone Guests, S-1-5-21-134
917 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Function Discovery\RegistryStore\Publication\Expl Everyone Everyone
918 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\AppModel|\CloudExtensi Everyone Everyone
919 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\HomeGroup\PublishedN Everyone Everyone ® =
920 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{7FED75A1-60 Everyone Everyone
921 | HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{828952EB-55 Everyone Everyone Sort
923 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Applets\SysTray\BattM¢ Administrators, APPLICATION PACKAGE AUTHO Administrators, Users é* Ascending ;Z\‘ Descending
924 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\SyncRootMana Administrators, APPLICATION PACKAGE AUTHO Administrators, Users
& HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\UpdateApi Administrators, APPLICATION PACKAGE AUTHO Administrators, S-1-15-3-1024-1023893147-235863880-4256! By color: )33-3
933 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Speech_OneCore\Audiolnput\MicWiz Administrators, APPLICATION PACKAGE AUTHO Administrators, NT SERVICE\TrustedInstaller, Users .
934 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Speech_OneCore\AudioPolicy Administrators, APPLICATION PACKAGE AUTHO Administrators, NT SERVICE\TrustedInstaller, Users R
935 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Speech_OneCore\CloudPolicy\OneSettings Administrators, APPLICATION PACKAGE AUTHO Administrators, NT SERVICE\TrustedInstaller, Users By color:
936 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Speech_OneCore\CloudSettings Administrators, APPLICATION PACKAGE AUTHO Administrators, NT SERVICE\TrustedInstaller, Users Contai — ’ o -
1014 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MediaPlayer\PREFERENCES\HME Administrators, NT AUTHORITY\NETWORK SER Administrators, NT AUTHORITY\NETWORK SERVICE, Users ontains K | Evelvone
1017 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SQMClient\CommonUploader\Paths Administrators, NT AUTHORITY\LOCAL SERVICE Administrators, NT AUTHORITY\LOCAL SERVICE, Users And @ Or
wHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Portable Devices\Devices Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\LOCAL SERVICE, Users Contains B Users .
ﬂ HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing Administrators, NT AUTHORITY\LOCAL SERVICE Administrators, NT AUTHORITY\LOCAL SERVICE, NT AUTHOR
1029 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Accessibility\OOBE Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users, NT SER Q,
1030 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\TV System Services Administrators, NT AUTHORITY\Authenticated | Administrators, NT AUTHORITY\Authenticated Users, NT AU1 VERVI
1031 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\BitLockerCsp\UserOptions Everyone Administrators, NT AUTHORITY\Authenticated Users (Select All)
1032 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MiracastReceiver Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users ??7?
1033 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonUI' Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users Administrators
1034 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonUI' Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users Administrators, APPLICATION PA

1035 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonU|' Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users
1036 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonU|' Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users
1037 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonUI' Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users

Administrators, APPLICATION PA
Administrators, APPLICATION PA

1038 HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Hints Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users Administrators, APPLICATION PA

1039 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\OneDriveRamps Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users Aodminictentacs ADDLIAATIAM DA CKAC
1043 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Media Foundation\PlayReady\LSRD Administrators, APPLICATION PACKAGE AUTHO Administrators, APPLICATION PACKAGE AUTHORITY\ALL APPI Clear Filter ers
& HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSLicensing Administrators, APPLICATION PACKAGE AUTHO Administrators, APPLICATION PACKAGE AUTHORITY\ALL APPI 10RI"
_1& HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsUpdate\UpdatePolicy\Settings Administrators, Users Administrators, Users

1190 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Input\Locales Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users, Users

1191 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Input\Settings Administrators, APPLICATION PACKAGE AUTHO Administrators, NT AUTHORITY\Authenticated Users, Users

1224 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\Applications\Windows Administrators, NT SERVICE\TrustedInstaller, N Administrators, NT SERVICE\TrustedInstaller, NT SERVICE\WSearch, Users

& HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\CatalogList\Applications\Windov Administrators, NT SERVICE\TrustedInstaller, N Administrators, NT SERVICE\TrustedInstaller, NT SERVICE\WSearch, Users

& HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\CatalogNames\Windows Administrators, NT SERVICE\TrustedInstaller, N Administrators, NT SERVICE\TrustedInstaller, NT SERVICE\WSearch, Users

1231 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\Craw|ScopeManager\Windows Administrators, NT SERVICE\TrustedInstaller, N Administrators, NT SERVICE\TrustedInstaller, NT SERVICE\WSearch, Users

1233 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\FileChangeClientConfigs Administrators, NT SERVICE\TrustedInstaller, N Administrators, NT SERVICE\TrustedInstaller, NT SERVICE\WSearch, Users

1235 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\Gather\Windows Administrators, NT SERVICE\TrustedInstaller, N Administrators, NT SERVICE\TrustedInstaller, NT SERVICE\WSearch, Users

1237 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\Gathering Manager\Applications Administrators, NT SERVICE\TrustedInstaller, N Administrators, NT SERVICE\TrustedInstaller, NT SERVICE\WSearch, Users
1248 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\UninstalledStoreApps\S-1-5-21-¢ Administrators, NT SERVICE\WSearch, Users = Administrators, NT SERVICE\WSearch, Users
1249 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\UninstalledStoreApps\S-1-5-21-¢ Administrators, NT SERVICE\WSearch, Users Administrators, NT SERVICE\WSearch, Users

1251 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\UsnNotifier\Windows Administrators, NT SERVICE\TrustedInstaller, N Administrators, NT SERVICE\TrustedInstaller, NT SERVICE\WSearch, Users
1767 HVEV TAFAT RAATHINENCSAETWWADEV R rrac aftV I A~ e Sanrcrh\ValiimalnfaCacha Adminicteatare NT CERVICE\Trisctadinctallar N Adminicteatare NT CERVICE\ Trisctadlinctallar NT CERVICE\W Canrrh |lcare
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